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Introduction

This R/'2 auditing guide is intended to provide useful
tips for auditing SAP systens to external auditors,
informati on systens anal ysts, and enpl oyees of internal
audit departnments. The guide is intended as a
‘recommendation’, and not as a ‘binding guideline or
‘normi. Any and all responsibility for the type, scope
and results of external and internal audits lies with the
audi tor hinsel f.

The guide will also be available for the R'3 system
environment, Release 2.2D, in June 1996. Both guides w ||
al so appear in Lotus Notes for SAP and Busi ness Partners
under ‘Main Topics’ -> Internationalization.

In order to properly study this manual, you should have a
good know edge of the SAP system and you should al so be
famliar with your own country’s standards for auditing
conput er - based accounti ng systens.

The authors are nmenbers of a teamfromthe SAP Auditing
study group. Their experiences are presented here for
your benefit.

Copyri ght 1995:

M.

Bal ser Her mes Kreditversicherungs-AG

Hambur g

M. Bart hel FORBIT e.V., Hanburg

M. Bernd-Striebeck KPMG, Duessel dorf

M. Goettnmann Philipp Morris GivbH, Mienchen

M. G otebrune Uni l ever International Audit,
Hambur g

M . Hoer ner ABB Managenent Services GrbH,
Mannhei m

M . Hunger buehl er ATAG Ernst & Young, St.Gallen

M. Jacki sch Price Wat erhouse, Duessel dorf

Dr. Koch GCsnabr ueck/ Mel | e

M. Lencses SCHI TAG Ernst & Young Deut sche
Al | genei ne Treuhand AG
Stuttgart

Dr. Peenvell er ORIG N I nformati on Technol ogy
GhbH, Hanburg

M. Sengpi el Bei ersdorf AG Hanmburg

M. Wei nkauf Met al | gesel | schaft AG Frankfurt

Each author is exclusively responsible for the contents
of the chapters they have witten. The nmanual was edited
by SAP AG Walldorf, financial devel opnent departnent.

Note: This work, and all of its parts, are protected by
copyright. Any unauthorized use of this work outside the
l[imts of the copyright is inproper and puni shabl e by
law. This applies particularly to duplicating,
translating into other |anguages, mcrofilmng, and the
storing and processing of the work in electronic systens.

You can find further details on topics covered here in
t he correspondi ng SAP manual s for Rel ease 5.0 and 5. OE.
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System overview

This first chapter of the SAP audit gui de provides
you with a quick overview of the SAP systemand its
techni cal and organi zational integration. The

audi tor needs this overview in order to obtain an
adequate systemorientation, to be able to assess
the overall state of the system and to determ ne
which audit steps wll be required.

Objective:

The ai ns outlined above may be broken down as
fol | ows:

Obtain a technical and organizational overview of
the System

Because of the enornous technical scope of the
systemand its constant changes, the only people who
are capable of obtaining a full overview of the R/ 2
System are those who concern thensel ves excl usively
with its software. As a rule auditors do not cone
into this category; often comng from outside, they
often have to establish with a fewinitial steps on
t he system what technical functionality is enpl oyed
by a particular user. It should be possible to
obtain this technical overview in the shortest

possi ble tinme and wi thout the need for conplex
additional technical efforts. ldeally the system
shoul d be able to automatically provide all the nost
inmportant information - "at the press of a button”
so to speak - about itself, the system status and
(if required) all changes to the latter since a
specified tinme. Froman auditing point of view, the
mai n aspects of the system status include:

- source and | oad prograns,

- transacti ons,

- ABAP prograns,

- t abl es,

- files,

- aut hori zations, profiles, and user naster
records

- data carriers, and

- ot her security neasures (such as table
categories, separation of different clients).
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1.1.3

The R/ 2 system s organi zational integration and the
changes made to it determne the effectiveness of
techni cal neasures ainmed at ensuring efficient data
processi ng. Conprehensive docunentation is required
to fully explain the systemstatus. The overviewis
suppl enented wi th sanpl e checking by the users (for
exanpl e, to exam ne the user authorizations
transaction), the system docunentation (for exanple,
to check the program and table docunentation), and

t he system environment (for instance, working with
the systemin the event of an abnormal termnation).

Clarity of the system for the auditor and
his/her task

The SAP systemis designed for ease of use. This is
critical for the auditor, because a systemwhich is
easily navigable is a prerequisite for performng an
accurate exam nation, which conplies with

prof essi onal auditing standards, of the system

Defining the audit scope

Finally, the system overvi ew should enabl e the
auditor to concentrate on specifically defined
auditing areas. After gaining an overview, the scope
of the audit should be clear to all concerned. You
shoul d al so be able to predict the functional and
chronol ogi cal framework of the audit at this point.
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1.2

Requirements:

The systeminstallation under scrutiny must neet
auditability requirements. You can assune that
auditability requirements demanded by tax
authorities are generally nmet. In particular, the
application of the systemand all nodifications to
the system have to be in keeping with SAP' s
recommendati ons (for exanple, the recommendations
given in the standards manual S24.2).

This specifically affects

- t he procedures for nmaking changes and
adjustnents to the standard software;

- docunent ati on of changes to the systemand its
envi ronment ;

- nam ng conventi ons when changi ng transacti ons,
ABAPs, tables and files.

Client number 000 (or any other reserved delivery
client) nust only be used for the software delivered
by SAP, since it serves as a reference for all the
other clients fromO1l to 99 (or for each of the
other clients if a non-delivery client is used), and
will be partially overwitten on the next change of
rel ease or maintenance level. Certain key
information supplied by SAP resides in client 000,
and may only be nmaintained by the system

adm nistrator (in consultation wth SAP specialists,
when necessary).
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1.3

Risks:

- i nefficient processing
- i nconsi stent data

- faul ty operation

- | ack of contro

- unreliability.

Page
-2
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1.4 Auditing steps:

1.4.1 Responsibilities _
You nust acquire an overview of the

- critical data and tabl es,
- aut hori zati ons, and

- i nterfaces,
whi ch shoul d then be expanded in the course of
audi ti ng.

1.4.2 Systems in use (testing,...,productive systems)

You need to establish which systens are being

depl oyed, and which of these are being used for
productive, devel opnent, testing, acceptance or
training purposes. If the information provided is
unsati sfactory, a check should be made, if necessary
outside the SAP System to see whether other
installations are being deployed by the user. This
may be the case in the event of rel ease changes or
for the parallel testing of different versions (such
as is currently the case with various users under
4.3 and Release 5.0). Carity concerning the
different installed systens can be provided, for
exanple, by the automatic |log (but see al so bel ow).

In the productive system- the focus of this manual

- you need to | ook at Table 000 in client 000 to see
which clients are active in this installation.

The first thing to establish is which systemin
which client contains the

- productive client(s)
- test client(s).

This is illustrated in the foll ow ng exanpl e:
Tabl e di spl ay 000 Cients
Client Description F-Cal. Date PR Q G.-client G.-req.!|edger
000 Delivery d. 01 T X N YV,
001 AFCS- PRCD 01 T N SV
002 AFCS- TEST 01 T N SV

Fig. 1.4-1: Table TOOO
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1.4.3 Creating an authorization for the auditor

The auditor should have direct access to the system
if possible including all authorizations listed in
chapter 1.5. In granting access to personal data,
care should be taken to ensure that data security
requi renents and any exi sting operating agreenents
are duly conplied wth.

The setting ‘OK Code = S wll ensure that the
audi tor may not and cannot nake any changes to the
dat a.

1.4.4 Assessing the business structure

As a first step, the business structure described by
SAP shoul d be noted and anal yzed within each
productive client (see Table 000 - Fig.1.4-1). SAP
provides you with a systemthat hierarchically
classifies the data and access structures into

- client

- conpany code

- busi ness area

- pl ant, and

- storage | ocation

to represent these business structures.

The conpany codes of a given client are listed in

Tabl e 001:
Tabl e di spl ay CLI ENT 00 Dat e 08/20/95
001 Conpany codes
CC NAME aTy
CG Cry Currency Lang FV Al't.accounting period ==> PF2
01 Ball Bearings, Inc. 21210 Baltinore
AA US usD E 12
02 Bicycles, Inc. 19113 Phi | adel phi a
AA US usD E 12
03 FIMAItalia 20041 Agrate Brianza (M)
AA | LIT I 09

Fig. 1.4-2: Table 001 ‘ Conpany codes’

Addi tional cross-linking data are filed in Tables
001G and 0O01w:
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Tabl e di spl ay CLI ENT 03 DATE 03/ 18/ 95
001G Busi ness areas

cC Bus. ar ea Bus. area name

01 00 Not al | ocat ed

01 01 Construction machi nery

01 02 Frankfurt branch

Fig. 1.4-3: Table 001G ‘ Busi ness areas’

Tabl e di spl ay 001W Co. Cde/Plant/ Stor. | oc. key

CC Pt St Pst Code Cust onmer no. Pl nt Hrs RFCBCPPI CBB MInt
Gty RC CCd aC Text no RFac

01 01 XX 19113 00000000 WV 24 NO1LYOOKZJ _ Z **
Raw matls storage = _ _

01 AB 01 21210 00000000 WV 24 NO1LYOOKZJ _ Z **
Central storage = _ _ _

01 XX Al 02215 00000000 WV NO1_oOO0 _ _ _ _ _ _ _

Ofice material s

Fig. 1.4-4:. Table 001W ' Conpany/ pl ant/ st orage | oc.
codes’
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Consequently, the major SAP-devel oped dat abases
(such as LIFA for vendors, KUNA for custoners, MARA
for materials and SKSA for general |edger accounts)
have a hierarchical structure. In accordance with

t he busi ness structure detail ed above, these

dat abases are subdivided into segnents as foll ows:

- the A segment (client/group |evel, normally
MARA, KUNA, LIFA) contains master data for the
client and the client’s vendors and custoners,
i.e. addresses, descriptions, key information
etc.

- t he B segment (conpany nunber/conpany code
| evel, normally MARB, KUNB, LIFB) contains such
data as paynent paraneters, shipping terns etc.

- the C segment (transaction data, normally MARC
KUNC, LIFC) contains such details as custoner
and vendor totals per account, and the
accounting period etc.

- the D segment (storage |ocation |evel, normally
MARD) contains specific information on the
mat erial held at each storage | ocation.

This information forns the basis for checking user
aut hori zations and conparing their specific

conpet ences and responsibilities, as well as the
technical functionality available to them
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1.4.5 Release versions

This audit manual is based on rel ease version 5. 0E.
You can determ ne the particul ar rel ease version of
the application being audited by calling up
transacti on TM20:

Cust.spec. Transport data Time: 16:23:39 Date: 02/13/95

Transport information

Customer No. ...........: 0 Distrib. class ......: 3

Cust. info No. .........: 00000000 PC connections ......: 99999

SAP Release ............: BOE Cust. CMOD active ....

Languages ..............: DE FI,NSK

Transport tape iss.dte..: 05/20/94 Time: 15:58:21

K PF  4=End 7=mai ntai n SAPCMOD 15=Di spl ay conponents 1 - 000

Fig. 1.4-5: Transaction TM20

In addition to identifying the active Rel ease
version, by pressing PF15 within Transacti on TM20
(see above), you can call up the active price |ist
conponents. You can call up the descriptions of the
activated price |ist conponents for each user system
via the function key PF13 within Transacti on TM20, or
view themdirectly in table TCOMP.
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1.4.6

1.4.7

Components

The active conponents of the system nentioned under
1.4.5 above refer to particular functionalities of
the SAP system nanely

- Sour ce and | oad Modi fication through
pr ogr ans Ex- SAP and DR
aut hori zati on
- ABAP/ 4 progr ans TM38, SAPLI MJ and Ex-
SAP
- Jobs Ex- SAP
- Scr eens TMb1f f, Ex- SAP

SAPDYNU and
Scr eenpai nt er
- Tabl es TMB1ff, SAPTABU, ABAPs
- Data Dictionary objects TM1ff, SAPLI MJ

The functionalities listed on the I eft can be
ext ended and nodified by neans of the functions
listed on the right.

The connection between a user’s activated price |ist
conponents and the functionality supplied by SAP can
be called up using the table display for Table TDIR
and with the aid of the ABAP program RSDIR003

‘Eval uation of Table DR .

Modifications
Modi fications by the user should only be made - in
line with SAP reconmendations - in conformty with

t he nam ng conventions. The auditor should first
check out these by displaying and printing out al

- transactions that begin with Z or Y from Tabl e
STC,

- ABAPs that begin with Y or Z,

- tables that begin with T9.

In a second step, the transactions, reports and
tables in the systemand in the docunentary files or
onl i ne hel ps should be exam ned to check their
functions and proper docunentation.

The auditor should take sanples to test further
functions which, fromtheir external appearance, do
not seemto have been altered. This can be done by
systematically investigating which user nade which

| ast change, and on which date. For details, see the
list on the foll ow ng page:
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SAP System
documentation
Tabl es

Table fields

ABAP

Program fi el ds

Transacti ons

Dynpr os

Dynpro fields

Aut hori zati ons

Price |ist-
conponent s

Conpany org.
structure

Files

Dat abase
fields

Dat e
04/ 01/ 95

Rel ease
5. 0E

System status

TMD8, OMD8, TDI R, DD31
TM63

DD35

ABI'S, TDIR, RDI R

DD39

STC, TDR

TMp1, 52, TDIR

DD40

TMUA:

User overvi ew
Profil e overvw

Aut hor z. over vw

bj ects overvi ew
TMRO, TDI R, RSDI RO03
Transctns/price |ist-

conpnt s, ABAPs/ pri ce

header list
of the STC, STCT

pr.lst conpnts

Client TOOO

Conpany codes T0O01

Busi ness areas T001G

Pl ants TOO1P, TOO1W

I ntegration | evel TO01C

DDI N dat abase tab. DD33

PF17 after DD33

Aut hor Page
AK REV -2
Changes

docu st at us=USR
ot herw se: date &
| ast changer in
t abl e header
Doc. status= USR
in selection
screen

in ABI S PF13
Report sel ect PF2
date | ast changer
and version
nunber

plus addit.info
in report doc. or
in RDIR

Doc. status=USR i n
sel ectn scrn

general ly: date
& changer of | ast
STC change in
header of STC,
STCT

Dte/time of
Dynpro

save/ generation &
changer in TM1

Doc. st atus=USR
in selectn scrn

TMJ9 changes:
-for users

-for profiles
-for authorizatns

general : date &
changr of the

| ast

STC chng in
conpnt s, screens/

dat e&l ast changer
in tabl e header
(PF15 in TMD8)

Doc. status=USR i n
sel . screen

Doc. status=USR i n
sel . screen
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1.4.8

1.4.9

Autoskip function

Precautions nust be taken to ensure that SKIP | ogs,
resulting fromthe use of the Autoskip function, are
passed to the accounting section. Wen a SKIP
occurs, the originally posted docunent is mssing in
the ABEZ file. This nmeans that the accounting clerk
nmust repost the technically "lost" docunment. The
SKIP |l og (by neans of the SAP | ogband utility) has
the attributes of a docunent in case of such a
repeat posting, and as such nust be stored for a
period of at |east six years.

Data flow plan

| ncom ng data from non- SAP systens needs to be
recorded; specifically, its format (as a data record
description), content, origin and quantity shoul d be
regi st ered.

Data flow ng out of the SAP System nust al so be
noted and recorded; the details required in this
case are its format (that is, as a data record
description and al so regarding the file format),
content, target system and quantity.

The details should be scrutinized by doing sanple
checks on authorizations granted to process batch

i nput sessions, as well as downl oad capabilities, if
t hese exi st.
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1.5 Proposed auditor authorizations
R ALL with OK code ‘S

This is the highest recomendabl e | evel of access; you
shoul d al so bear in mnd all |egal regulations regarding
data security, as well as any rel evant

busi ness/ contractual agreements which nmay affect

deci sions on granting system access.
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2.5.2 Security and access protection

2.5.3 | nportant individual authorizations
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2
2.1

Security and access protection
Objective

An access protection systemand the ability to grant
i ndi vi dual authorizations basically serves four
pur poses:

- To protect confidential data against

unaut hori zed di scl osure

- To protect the data agai nst unauthorized, but

al so agai nst unintentional, changes or deletion
- To facilitate the transparency of the
procedures by tracing exactly who did what in the
system and when.

- To guarantee that applications can be audited.

According to comercial |aw, these neasures (i.e.
preenptive controls in the internal control system
shoul d prevent violations of any |legal restrictions
on the erasure of electronically stored data. They
shoul d al so guarantee legally required audit trai
traceability and ensure that no viol ati ons agai nst
conpl ete and orderly accounting occur. These
nmeasures ensure, then, that no data which is

unaut hori zed, inconplete, incorrect, or posted to
the wong period or account is entered into the
system
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2.2

Requirements

The access protection systemmnmust ensure that only
aut hori zed individual s have access to the system and
to particular data. It nust be possible to key in

t he correspondi ng codes (passwords) w thout others
being able to see them

The system shoul d ensure that:

- only passwords of a defined mninumlength are
accept ed,

- certain sequences of characters that could be
easi |y guessed are not accepted,

- t he password may be defined and altered by the
user only,

- the system automatically demands the password
to be changed at defined intervals,

- passwords are protected agai nst being divul ged
to anyone other than the user hinfherself.

The aut hori zation concept nust ensure that the
user's rights of access are restricted to those
activities in the systemthat are absolutely

i nperative for himher based on their
function/responsibility within the firm (principle
of mnimal authorizations); in other words, the
concept nust envi sage as deep a hierarchi cal
structuring as possible in respect of

- the nature of the data access (reading,
creating, changing, deleting),

- pr ogr ans,

- data or data files,

- functions (menus, nmenu |ines)

in conjunction wth as many different conbinations
of these | evels as possible.
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2.3

2.3.1

2.3.2

2.3.3

SAP facts

A new process for creating and maintaining user
masters, profiles and authorizations, and for
protecting access to the system was introduced with
Rel ease 5.0. Wth the new authorization concept,
you can allow and control user access to the R/ 2
systemat a nore precise level, and with nore
flexibility than in earlier versions of the
software. You can now assign a user different

aut hori zations for different conpany codes, i.e. the
ability to change data in conpany code 01 but only
to view data in conpany code 02. The new concept

al so contains security neasures which reduce the
chances of unauthorized | ogons or unauthorized
accesses of user masters and system authori zati ons.
Fol l owi ng are sonme facts on managi ng user naster
records and aut horizati ons:

The authorization concept - basics

Aut hori zati on objects (i.e. data, transactions,
tables etc.) are protected by authorizations or

col l ective authorizations which are allocated to the
objects like locks to a door. They contain Values
(i.e. a concrete conpany code 01) for fields which
you define for an acconpanyi ng aut hori zati on obj ect
(BUK). Authorization Profiles are |ike keys for the
user, and a collective authorization profile is
conparable to a set of keys on a key ring. These
‘keys’ are entered in the user’s nmaster record. A
check is made to determ ne whether a user’s

aut hori zation profile is appropriate for an
authorization, simlar to determning if a key fits
a lock, when, for exanple, a programis running and
t he word AUTHORI TY CHECK appears in the ABAP codi ng.

Collective authorizations and profiles

You can build conpl ex authorization structures from
si npl er ones by conbi ni ng aut hori zations to
col l ective authorizations and profiles to collective
profiles. Wth this technol ogy, you can create a
collective profile for accounts receivable clerks in
conpany code 01, for exanple. Each enployee with
that job description will then have this collective
profile in their user master. |If the profile needs
to be changed, you will only have to do so once, not
in each user master.

Separating maintenance and activation

Thanks to sone new transactions, the maintenance and
activation of authorization conponents and user

mast er records can now be separated, a devel opnent
whi ch further inproves security. Also, you can now
restrict a person’s naintenance authorization to
specific users, profiles and objects.
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2.3.4

2.3.5

2.3.6

2.3.7

2.3.8

User master record

The user master record contains a listing of the
profiles and/or collective profiles assigned to the
user. A reverse inheritance principle applies here,
meani ng that changes nmade at a | evel |ower than user
master record level will affect all higher levels up
to and including the user master record.

Password protection and logon

You can assign user-specific initial passwords to
i nprove protection for passwords and | ogging into
the system New passwords al so have to go through
mul ti pl e checks.

Authority check

The key word AUTHORI TY CHECK from t he ABAP/ 4
programm ng | anguage was reworked appropriately for
t he authori zati on check. The RAUTX macro repl aces
t he assenbl er macro RAUTH for new devel opnents.

Upstream security systems

I n many cases conpani es that operate SAP systens
additionally make use of an upstream security system
such as RACF. In such cases it is possible to
conbi ne both systens, which as a rule spares the
user the need for a double identification in the
system

| f a user runs an upstream security system this

t akes over the task of verifying the identity of the
user (authentication). Further authorization
checking takes place within the SAP System

Table TSTC - SAP transaction codes

It should al so be noted that authorization checks
for transactions can be overridden via Table TSTC
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2.4

Risks

The high flexibility of the SAP user adm nistration
concept can lead to considerable security risks if
used i nproperly. For exanple, using SAP standard
transactions it is possible to close down the
system term nate the posting task and change naster
data w thout generating a log. A user wth
progranmm ng aut horization TM38 can renove the

aut hori zation check altogether from existing
prograns. Because of the conplexity of the new

aut hori zati on concept, many users adopt the standard
profiles shipped by SAP, wi thout really checking
them and without carefully adapting themto their
own busi ness requirenents. These exanpl es highlight
the fact that security - and hence al so the proper
and orderly functioning - of the entire system is
directly dependent on the authorizations granted.

You must, therefore, be extremely careful when
allocating authorizations!

Prior to checking processing results, it is always
necessary to check the user authorizations in order
to make sure that the processing results are based
on aut horized routines and entri es.
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2.5 Auditing steps
2.5.1 User management

Fam liarize yourself with the process for granting
user authorizations (application and approval
procedures, separating the ‘create/ maintain user’,
‘create/ maintain objects and authorizations’ and
‘activate profile and authorizations’

responsi bilities) and al so exam ne the internal
procedures dealing with these subjects.

Find out whether witten instructions exist for

al l ocating and changi ng USERI Ds. Cbtain the rel evant
application forns and file themw th your worKking
papers.

Check whether official neasures exist for ensuring
that an enployee’s USERID i s del eted as soon as
he/ she | eaves the conpany.

Check whether the granting, changing and del eting of
USERI Ds has to be authorized by a responsi bl e nenber
of staff.

Check whet her control procedures are carried out by
af fected departnents when a new user master is
created or when a user’s access |evels are changed.

Al so check whether a user’s access |evel is changed
automati cal l y when:

- the user’s responsibilities within the
organi zati on change, necessitating changes to
hi s/ her user master record (danger of
accunul ated data access authority due to often-
changi ng responsibilities in the firm,

- enpl oyees | eave the firm

Check whet her enpl oyees’ authorization profiles
match their areas of responsibility.

Use sanple testing to conpare approved
aut hori zations with authorizations actually granted.

Check whether a mandatory procedure changes profiles
and authorizations if an object is changed.
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2.5.2 Security and access protection

Det er mi ne whet her any special security software is
i nstal |l ed.

Have soneone expl ain and denonstrate the | ogon
procedures. Obtain a copy of any witten
docunentation that is avail able (manual s,
organi zational instructions etc.).

Est abl i sh whet her the systemforces the user to
regul arly change hi s/ her password ( TM26 or external
security software) .

Find out if the |logon procedure has to be repeated
whenever the system has not been used for a | onger
peri od ( TM26 or external security software) .

Ensure that SAP* has been replaced in a special user
master by a secret Super User.

(Note: If the user master record for SAP* is
del eted, SAP* will revert to the original password
PASS, with standard Super User privil eges.

Usi ng transaction TMJM, display user nmaster records
and authorization information. You can analyze the
f ol | owi ng:

- User nmster records
Aut hori zation profiles
Aut hori zati on objects
Aut hori zati ons.

Use these analyses to determne if appropriate, job-
specific authorizations were issued. Pay speci al
attention to authorizations for enployees in data
processi ng; authorization to actually change data
shoul d only be granted for DP enpl oyees in exception
cases. You should al so determ ne what records of
assi gned aut horizations are avail abl e.

Take note of the “ACTIVE ON” (="date |ast accessed”)
fieldin the list of users (TMU4, PF16 ‘M sc. user
data’). If this field is blank, or the date

di spl ayed is older than six nmonths, for exanple, you
shoul d recommend to the SAP user being audited that
he/ she del ete the correspondi ng user master records
fromthe system
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Furt her mani pul ati on can take place when these
records are accessed w thout proper authorization.
This can occur if the ‘owner’ of the record has
never |ogged into the system and therefore never
changed fromthe standard initial password. [In such
a case, an unauthorized user can transfer a possibly
hi gher system authorization to his/her own
identifier.

In light of this you should check to ensure that the
standard initial password (also possible for al

ot her passwords) either changes or is bl ocked
automatically after a specific nunber of days. This
function is defined using the *Changing the password
after X days’ and ‘ Changing the password after X

m nutes’ systemprofile paraneters (SAP system audit
pat h: Transaction TM26 - sel ect ‘Customer profile’ -
‘“Flow control’ - paraneter values: ‘Changing the
password after X days’ and ‘ Changi ng the password
after X mnutes’).
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Check table TSTC to see which transacti ons

- are or were renoved fromthe authorization check
- are or were bl ocked,

- have been recently entered or changed.

You can see which settings are valid at any
particul ar nonment by looking in colums ‘B and *S
in table TSTC:

- Columm B: An X in this colum indicates that
users’ transaction authorizations are NOT being
checked,

- Colum S: An x in this colum indicates that
the transaction is BLOCKED for all users.

You can call up the table changes log with the
RSTAPROT ABAP program (log file) in client 000
(al so see chapter 6 “Procedure for changing
tabl es”).

Regardi ng table TSTC, you should check who can, with
the follow ng transaction authori zati ons,

- TM31 ‘Maintain ATAB tables’ (Authorization
check on/ of f) make changes to table TSTC in
client 000. You shoul d al so detern ne

whet her a separate authorization class exists
for STC table authorizations (see chap. 2.5.3
‘mast er transactions’),

- TMO01 "Bl ock and unbl ock transacti ons'.

Check whet her an adequate table change and rel ease
procedure exists (see chap. 6) and whether it is
ensured that all changes to table TSTC are | ogged,
wi t hout exception.

Find out whether it is ensured that controls are
made by each individual departnent, for exanple,
whet her all data for which a particul ar departnent
is responsible can only be altered with their

aut hori zati on.

Al so check that no security check objects can be
switched off or deleted (i.e., table TSTC, tables

wi th check routines, and transactions TM31l, TM33 and
TMVBS) .

Check whet her the procedures in place ensure that
all changes are logged, so that illicit changes
and/or attenpts to conceal changes can be

di scover ed.
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2.5.3 Important individual authorizations

The nost inportant authorizations should be

i nspected nore closely. The relevant transactions in
the areas of accounting and system mai nt enance are
descri bed bel ow.

Note:

Transactions with mandatory posting will not only/no
longer be relegated to and generated by the
Accounting department alone, as determined by the
increased integration of various programs (modules).
This will be the case not only for documents, but
for master records from other SAP systems as well.

Posting authorizations (TBOl1, TBO2 etc.)

In SAP systens there are various transactions for
posting, changing and displayi ng docunents, not only
in RF, but also in RA, RK, RM RP and RV. In keeping
with the principle of separating functions, the

aut horization for posting and docunent change
transactions should be restricted to enpl oyees who
are directly responsible for those functions.

Auditing steps:

Check whet her authorizations for general posting
transactions TB01 and TB02 as well as posting
transactions fromother areas (i.e., PRO1, TRO1, etc.)
are granted only to enpl oyees of the appropriate
departnments who are responsible for those tasks.

Master data maintenance (TSxx, etc.)

In an internal control system (ICS), care should be
taken to guarantee the separation of the 'Posting
and ' Master data mai ntenance' functions.

In smal l er accounting departnents this can be done
by having the customer and vendor master data

mai ntai ned by different departnents, but with the
responsi bl e accounting departnent retaining the
functions of checking and posting.

Wth the SAP System you al so have the option to run
checks using Transactions TS40 for master data
changes to vendor accounts, TS41 for general | edger
account master data changes and TS42 for changes to
customer account master records. Another nethod is
regul ar eval uati on by neans of the ABAP Report
RFTRANOO, which prints and di splays on screen al
mast er data changes.

Al'l changes to nmaster data nust be | ogged whenever
and wherever they have the character of a docunent.
Since it is extrenely difficult to define whether or
not changes have the character of a docunent, al
changes should be included in the | ogging process on
grounds of security.
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Auditing steps:

Find out who is able to maintain master data (i . e.
transactions TS02, 03, 05, 06, 08, 09, 40, 41, 42,
PA30, 31, 32, 33, 34, 35, 61, 62, 70, 71, PW1, 03,
70, 74 etc.).

Then, determ ne whet her these enpl oyees can al so
make posti ngs.

Fi nd out how nmaster data changes are controll ed.
Check whether and ensure that the statutory
retention periods are conplied wth.

System transactions

The system aut hori zations in the authorization

obj ect ‘SYS (BI,DP, DQ, DR) should be allocated on
an extrenely restrictive basis. You should therefore
identify precisely who has these system
entitlements. System authorization DR should not be allocated in a
productive system, in compliance with the ban on data erasure!

Master transactions

The master transactions (TMxx) should be granted to
a sel ected handful of users only. Exceptions to this
rule are the Transactions TM02, TMO08 and TM16.

Auditing steps:

Fi nd out who has authorization for Transaction TMO01
"Bl ock transactions'. Access to these transactions
should be limted to a maxi mum of two menbers of the
SAP Basi s group.

Check to see who is entitled to use Transacti on TMO03
'Set system paraneters'. This authorization, too,
shoul d be restricted to a maxi nrum of two nenbers of

t he SAP Basi s group.

Det erm ne who has access to the authorization

mai nt enance transacti ons TMU1/TMU2/TMUS3, and check
whet her these enpl oyees should be able to create and
mai nt ai n SAP system users.

You shoul d al so check the distribution of TMUXx

mai nt enance transactions to ensure a separation of

functions:
-User adm nistrator: Create users (TMUL)
- Aut hori zation admn.: Mai ntai n aut hori zati ons

( TMU2, TMU3)
-Activation admn.: Activation(TMJ6, TMJ7)
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Note:

- An administrator should not be authorized for the
“XU-0BJ” and “XU-AUTH” objects. With these
authorizations, a user can define, activate and
assign improper access privileges.

- An activation or authorization administrator must
have authorization for the “TCD” object, in order to
maintain transaction codes. With “TCD”,
administrators can define and activate
authorizations for transaction codes to which they
themselves have no access. You should therefore
check from time to time whether the authorizations
defined for the transaction codes are i1ndeed
correct.

Fi nd out who possesses authorization for the
Transacti ons TM17 ' Mai ntai n nunber ranges', TM21
'"Restart/Skip function', and TM26 ' Mai ntain system
paraneters' . These authorizations should |ikew se be
restricted to a maxi mumof two nmenbers of the SAP
Basi s group.

Det erm ne which users are entitled to use
Transaction TM31 ' Mai ntain ATAB tables'. Find out
whi ch aut hori zation categories exist for tables in
tabl e TDDAC, ‘Al l owed mai nt enance areas’.

| nvesti gate whether all users who have access to
TM31 are nerely granted access to individual
categories by neans of the table authorization. Each
aut hori zed user should only be able to maintain

t hose tables that belong to his/her area of
responsibility.

Fi nd out who is authorized to use transacti on TM38
" ABAP/ 4 progranm ng' .

Because of stipulations regarding the need for ""audit trail traceability", it
is not permitted to use transaction TM38 in a productive system!

However, in case of energencies a special user
shoul d be set up (for exanple with the nane
"CRISIS) with this authorization. Every activation
of this authorization nust then be | ogged manually
in a retraceable manner. In this context the "Dual
control principle”™ shoul d be observed!

Check who has an authorization to use the Transactions
VSTP ' Stop posting task' and VSTR 'Start posting task'.
These aut hori zations should be granted to a maxi mum of
two enpl oyees.
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3 System maintenance and release procedures for
source programs and job runs

3.1 Objective

3.1.1 Functional integrity
Changes made to prograns and jobs lead to functional
changes in the system You need to ensure that only
aut hori zed changes are inplenmented and that al
functions retain their relationships to one anot her.

3.1.2 Traceability

A further aimis to conpletely log all changes to
the systemto nmake themtraceable. This is critical
for changes to the source code and for changes to
the Job Control Language (JCL), which generates the
I ink between prograns and dat asets.
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3.2

3.2.1

3.2.2

Requirements

In light of these objectives, sufficient rules nust
be in place for job subm ssion, inplenenting the
change, the acceptance and transferring to
productive operation. These are as foll ows:

Job submission

Every progranm ng change nust be described in detai
in a change order and nust be formally approved by
the ‘owner’ of the data. This includes both

aut horization for changes to prograns and jobs, and
the transfer of production data.

Programming /7 implementing changes

The starting basis (the object to be changed) nust
be secured, that is the change to the | atest
productive version (and not sinply to a programthat
t he programrer happens to have in the devel opnent
library). Care should also be taken to ensure that
only one object is changed by each person.

The devel opnent and productive systens nust be
separ at e.

Source prograns (nodifications) altered by the user
shoul d be stored in separate libraries (for
exanpl e,. MOD. SOURCE and MOD. LOAD) .

SAP docunent ati on gui del i nes shoul d be foll owed,
particularly the SAP standards on | abeling source
code changes. Moreover, functional changes and,
where necessary, organi zational process changes
shoul d be docunent ed.

It is also useful to define internal standards (such
as for the use of file and library nanes).
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3.2.3 Acceptance test and production transfer

The dual control principle should be observed for
acceptance tests, that is, they should be done

i ndependently of the programmer. As a rule, they
shoul d be perforned by the enpl oyee requesting the
change.

Mor e ext ensi ve program changes shoul d be perforned
on the basis of a test script.

The requester of the change should, if possible,
have hi s/ her own acceptance systemin which the
correspondi ng tests can be carried out.

A source code conparison is highly recommended in
order to guarantee that only those program
conponents that are relevant to the conm ssi oned
changes have actually been nodifi ed.

You nust al so check whether, follow ng acceptance,
no further changes to the program are possible or
that only those changes that are absolutely
necessary for productive transfer (for exanple,
changes to file nanes in the case of job runs) are
carried out.

For this reason,

- the transfer of the altered object to
productive operation (including any necessary
nodi fi cations) should be autonated as far as
possi bl e and be subject to mandatory | oggi ng, and

- t he accepted object should be as safe from
mani pul ati on as possi ble and uniquely identifiable
(i.e., by the conversion date).

The acceptance process nust be | ogged. The order and
rel ease form along with the conpiler lists, should
be archived (in consultation with the responsible
audi tor).
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3.3

SAP facts

SAP supplies source and object codes (library nanes
SOURCE and LQAD) .

The SOURCE cont ai ns:

- Assenbl er prograns
- Assenbl er macros
- Assenbl er dynpros (screen generation prograns)

SAP naming conventions are:

- Dxxyyy: Dynpro yyy for work area xx (such as
D38100)

- SAPPGxx: Main online programfor work area xx
(such as SAPPG38)

- Pxx...: Modul e for SAPPGxx (such as P38PARAM

- SAPVBxx: main updating programfor work area
xX (such as SAPVB38)

- VXX. . : Modul e for SAPVBxx (such as V38PARAM

- SAPxyyy: (nostly) Batch program SAPxyyy for
application Rx (such as SAPF110)

- Xyyy....: Mdule for batch program SAPxyyy
(such as F110PARA)

- QXXXX: Record | ayout definition xxxx (such
as QKUNA)

There is a SAP standard for the | abeling of source
code changes (see SAP standards manual S24.2).

The time stamp of an object version can be
identified through BROASE (under TSO on IBM; in the
online systemwith OK-Code 'D .

SAP | eaves library administration, especially
ver si on managenent, to the operating system

But there are various SAP processes, for exanple,
for assenbling and |inking (for details, see the
i brary SAP. PROC) .

Cenerated (converted) prograns are usually |ocated
in the LOAD library, whereas converted dynpros have
to be | oaded into the SAP file ADYP.



Rel ease Dat e Aut hor Page

Audi t Cui del i nes 5.0E 04/ 01/ 95 AK REV | -2

3.4

3.4.1

3.4.2

Risks
Instability

The SAP System consists of different, changeabl e
conponents that in their entirety are dependent on
one another (conplexity). For this reason, unchecked
changes can easily lead to uncertainties and
instabilities, such as:

- Errors may not be identified i mediately.

- Data may not be processed, be processed
i nconpl etely, or be processed nore than once.

- Availability of required systemfunctions is no
| onger guaranteed (the systemis no | onger
reliable).

- There may be del ays in executing functions
(processing security).

- Functional interrel ationships may be di srupted
(batch dial og).

- It may be inpossible to carry out checks, which
t hus becone ineffective.

It is quite clear that inproper changes lead to
consi derabl e ri sks.

Manipulation

The conplexity of the systemand its vulnerability
to errors caused by uncontroll ed changes may | ead to
instabilities which can be taken advantage of.

However, in the absence of adequate and sufficient
control functions, there is a fundamental danger of
mani pul ati on.
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3.5 Auditing steps
3.5.1 System review

The first requirenent is to get an overview of all
progranms and jobs (if this has not already been done
in a systemoverview). It is inportant that a clear
description of the function of each job is also
avai | abl e.

Next, performa review of present systens (if
required for the audit) and of docunmentation for
system mai nt enance and rel ease procedures for
prograns (source prograns) and job runs.

3.5.2 Review of the procedural concept

The above-nentioned requirenments should be the basis
for evaluating the system concept. You should al so
perform a general check of the system bearing in

m nd the objectives and risks detail ed above. In
doi ng so you nust check that an adequate separation
of functions exists.

3.5.3 Compliance with the concept

Perform both top-down (fromthe change order to the
program and bottomup (fromthe programto the
change order) sanple checks of all change orders.

Since SAP jobs are usually controlled by a table (such as 102V
or 902V), you should al so check the authorizations for making
changes to these tables.
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4 ABAP

4.1 Objective

4.1.1 Functional integrity
Changes made to ABAP prograns and reports lead to
functional changes in the system You need to ensure that
only authorized changes to ABAP prograns and reports are
i npl enented and that all functions retain their
rel ati onshi ps to one anot her.

4.1.2 Traceability
A further objective for ABAP prograns nust al so be that
all system changes are docunented conpletely and are
therefore traceable (see ch. 3.1).

4.2 Requirements

You nust check whet her:

- proper functioning is guaranteed

- security is not conprom sed and

- prograns are inplenented efficiently and cost-
effectively.
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4.3

SAP facts

ABAP (Advanced Busi ness Application Programm ng Language)
is a fourth generation progranm ng | anguage devel oped by
SAP. It is intended for use in an SAP environnent, but can
al so be used in other constellations.

ABAP i s an Interpreter programm ng | anguage wi th | anguage
el ements that contains all capabilities for:

- data sel ection

- sorting

- print editing

- data nodi fication (1NSERT, UPDATE, MOD FY, DELETE)
- data protection (AUTHORI TY- CHECK)

- upl oadi ng/ downl oadi ng (PC).

However, ABAP prograns can al so be conpiled and then
executed as a | oad phase froma load library.

The calling up and executing of ABAP prograns is not
| ogged. The user, however, has the option to wite the
correspondi ng instructions for |ogging into each ABAP.

ABAP prograns whi ch make changes to tables are not | ogged
in all cases, unless this feature was witten into the
programitself.

The range of functionality for ABAP transacti ons ABAP and
TM38 can be restricted via the foll ow ng authorization
obj ects: PROGRAM EDI TOR, and SAP-SQL.

Given the authorizations for ABAP transactions (TM38, ABAP) or given rights
of access to the datasets, programs can be generated and executed immediately
online in the productive environment!

SAP systens are delivered with a great nunber of
prefabricated ABAPs (standard reports). Such prograns can
be applied either in unchanged formor in a modified form

For further details on the ABAPs and their scope of
applications, please refer (inter alia) to the follow ng
SAP literature:

- ABAP/ 4 manual (S15. 2)
- online programm ng in ABAP/ 4 (S28.2)
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4.4 Risks

The risks associated with ABAPs are basically the sane as
for any other progranm ng | anguage and any ot her program
(COBOL, PL/1 etc.).

However, allowi ng the TM38 editor function in a production
environment entails very serious risks indeed. The editor
- if it is not blocked - allows a user to get around the
principle of separating the devel opnent and production
envi ronnment s, neani ng that program devel opnent and
execution can be carried out by a single person w thout
any kind of check or approval, I N THE PRODUCTI VE SYSTEM

If the ABAPs are not classified, i.e., not designated for
specific departnents and/or users, you can have situations
where ABAPs from ot her departnents are run for the wong
area, or prograns could be generated, changed and executed
i nproperly (via TM38).
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4.5 Auditing steps

4.5.1 Changing and executing ABAPs without changing
the source code
An ABAP report can be edited - and thus potentially
mani pul ated - online. You can then directly execute a
program using SUBM T wi thout the need for a prior restore
(UPDATE) which woul d normal | y guarantee a recordable
change in the source.
ABAP eval uations that are requested by the auditor for
control purposes should, for security reasons, always be
run as a batch job; care should be taken here to ensure
that the cover sheet is not renoved (option). Make sure
you obtain the |ist together with the control information
(job control, ABAP selection criteria). This is the only
way of ensuring whether the productive system (productive
dat abases) and the sel ections have been processed in
accordance with the auditor's instructions.
General rule: Never trust an ABAP that has no cover sheet!

4.5.2 TM38 authorization

TM38 is a transaction for the mai ntenance and execution
of ABAP programs. One of its inportant functions is the
Editor. Execution in batch node presupposes that access
aut horization exists to the addressed databases. In the
online node this authorization is already inplicitly
granted by nmeans of the general SAP System authori zation
(1 MB).

TM38 authorization should not exist in the productive system!

The SAP System contains what are known as request - ABAPs,
whi ch start other ABAPs in the formof a procedure and
usual ly carry paraneters that require updating (conpany
code, date etc.). The mai ntenance of such speci al

par anmet er- ABAPs | i kewi se requires TM38 or - which is nore
advi sabl e - an organi zati onal sol ution using paraneter

tabl es, the handling of which should be integrated into

t he aut horizati on concept.

As of Release 5.0, the system offers the capability of working
with report variants. Reports of this kind are assigned to
a separate report category for which authorizations need
to be allocated based on requirenents. The ability to
make changes is then confined to the preset variables in

t he report.
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4.5.3

4.5.4

4.5.5

Auditing steps
Use transacti on TMU4 to deterni ne:

- whet her TM38 authorizations are granted in the
productive system

- to what extent program group nanes are allocated to
t he aut hori zati on objects PROGRAM and EDI TOR
wi th each P-GROUP fi el d.

- if maintaining attributes and text elenments is
possi bl e (PROGRAM P_ACTION: EDIT),

- if editing ABAPs is possible (ED TOR/ EDT_Acti on:
EDI T or VARI ANT) and

- if a data-changing SQL access is possible (SAP-
SQL- SQL/ SQL_ACTI ON:  SAP- SQL.

If so, find out in each individual instance why these
aut hori zations were granted or still exist, and demand the
witten instruction for creating these authorization(s).

ABAP authorizations

Wth ABAP authorization, users receive access rights for

i ndi vi dual authorization groups in which ABAP prograns can
be grouped for the purpose of program execution.

The information provided up to this point for transaction
TM38 al so generally applies for the ABAP transacti on code,
with the difference that no source editor functions are
avai |l abl e.

Auditing steps

Check which users have access to which ABAP aut hori zation
groups. Check these groups and the granted authorizati ons.
Check whet her the authorizations exist in witten form and
are still required.

Combination TM38 authorization + SQL

Wth this conbination prograns w th data-changi ng accesses
can be witten and execut ed.

Auditing steps

Make sure that no one has this authorization in the
productive system

The generation and transfer of ABAP programs

There is basically no difference between ABAP and any ot her
progranmm ng | anguage in this matter. For further details, refer
to the chapter entitled ' System nai nt enance: sources, jobs,

runs

and procedures'.
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5 Computer center job submission procedure, job
documentation and computer center logs

5.1 Objective
5.1.1 Computer center job submission procedure

The followi ng are the primary objectives of the procedure:
- Protection of corporate and personal data

- Data and functional integrity

- Resource protection

5.1.2 Job documentation

Goal s of the job docunentation are:

- Ensure an error-free job run

- Ensure i ndependence from i ndivi dual persons’
know edge

- Techni cal data processing functions nust be
i nspectabl e, by an outside expert, in a reasonable
period of tine.

5.1.3 Computer center logs
These are necessary to denonstrate orderly processing,

particularly conpliance wth the conputer center job
subm ssi on procedure.
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5.2 Requirements
5.2.1 Computer center job submission procedure
The conputer center job subm ssion procedure nmust clearly
define processes and responsibilities regarding
- order placing
- i mpl ement ati on
- post - processi ng and out put distribution.

No job may be executed wi thout an order; as a rule the
order will be placed by the departnent concerned.

5.2.2 Job documentation
The job docunentation contains:
- Consol e commands
- Starting and exiting the online system
- Description of all jobs according to a uniform
pattern(see sanpl e proposal)
Documentation must be retained for 10 years!
5.2.3 Computer center logs
Comput er | ogs show when which job was run and with which
control statenents (for a certain tine). They have
mandatory retention periods as needed for traceability.

Exception reporting in sensitive areas nust be based on
conput er center | ogs.
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5.3 SAP facts
5.3.1 Batch programs

SAP provides a variety of batch prograns (such as the
paynment program SAPF110 and t he docunent reorgani zation
program SAPB80U). These can be found in the SOURCE and
LOAD libraries.

You can use the 'JOBS' transaction to generate JCL. You
must first define required information, such as job card,
file name, etc., in a job profile. Use the RSTRDOKU or
RJTRDOKU reports to generate and print docunentation for
the JOBS transaction. Al jobs generated should be copied
fromthe generating library to another |ibrary, otherw se
any changes woul d be overwitten if another job was then
newl y gener at ed.

Al'l SAP batch progranms run under the SAP batch main
programSAPBTCH; this is a standardi zed, operating
system i ndependent environnment for batch programs with a
variety of utility and test functions.

Once SAPBTCH has been called up, only SAP's own control
statenents are valid.

You can find these control statements either directly in
the job streamor you can take them from an SAP tabl e by
nmeans of a special statenment (for exanple, S$INPUT TAB
T102V, F110) .

SAP supplies sanple control statenments in Table 102V.

The docunentation for the prograns is |located in the
system and can be called up using Transacti on DOKM.

5.3.2 Online programs

Di verse tasks nmust be started for the SAP online system
the nost inportant ones are:

- t he dial og task SAPD1SA
- t he update task SAPV1SA
- t he spool task SAPS1SA
5.3.3 Logs
The follow ng SAP-specific | ogs are avail abl e:
- Logs of batch prograns

- SAP log file; this can be read usi ng ABAP prograns
RSSLOGO00, RSBLOGO00 or with the 'SLOG' transaction.
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5.4 Risks
1

2
3
4.
5

Unaut hori zed (read) access to corporate and personal
dat a

Unaut hori zed, uncontrolled, unnoticed changes to
data and prograns

Hi gh resource | oad due to inappropriate program
conpi | ation

| nproper operation, especially in exception cases
(error processing)

Dependence on the know edge of individual persons.
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5.5 Auditing steps
5.5.1 Review of existing procedures
The existing procedures for
- conputer center job subm ssions
- job docunentation
- generating and handling conputer center |ogs

shoul d be recorded and docunented (to the extent required
for auditing).

5.5.2 Review of procedural concepts

The stipul ated procedures should be checked agai nst the
requirenments and risks detail ed above.

5.5.3 Checking for compliance with the stipulated
procedures

Checking the conpliance with the procedures is carried out

- by inspecting the docunents
- by evaluating log files and | ogs.
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5.6 SAP job documentation (Sample proposal)
The following is a sanple proposal for a typical SAP job
docunentation format, which should not, however, be
consi dered exhausti ve.
5.6.1 General
Responsi bl e for the content:
Job identification:
Cal | - up:
Brief description of task:
Frequency (on request, daily, weekly, and so on):
Estimated run-ti ne:
Whet her processing possible parallel to online operation:

Particul ars of job:

Progranms within the job

5.6.2 Prerequisites for the job start:
Requi red peri pheral s:
Security measures prior to job run
Wi ch tabl es/Control instructions are needed:

O her prerequisites for the job start:

5.6.3 Required post-processing after job run:
Required data carriers/fornms for output:
Update run required after job:

Fol | ow up j obs:

Security measures after job run:
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5.6.4 Measures needed In restart cases:
Error can be corrected directly:
- Correct error
- Rel oad the secured data
- Restart the job
Error cannot be corrected directly:
- Rel oad the secured data
- Generate error | og
- I nform the responsi bl e person
Job nane for data reset:

Wi ch jobs may no | onger be run follow ng abnormal system
term nation:
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6 Procedures for changing tables
6.1 Objective
The goal of a procedure for making changes to tables is to

safeguard the correct table setting, and to ensure the
retraceability of all change steps.
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6.2 Requirements
6.2.1 Logging

Al (relevant) table changes shoul d be | ogged. The
followi ng prograns are available for this purpose:

RSTAPROT ‘table changes(log file)’ for day-specific
onl i ne eval uati ons.

SAPACCU * ATAB change descri ptions (batch)’
RSACCUOQO ‘ ATAB tabl e changes fromlog file (batch)’

The SAPACCU and RSACCUO0O prograns necessitate one
another. These prograns allow you to evaluate batch table
changes and change histories. You can find further
information on these in the program docunentati on.

You shoul d guarantee a daily logging of all table changes.
The lists should be automatically summarized, to the
nonthly or quarterly level, for exanple. Random sanple
checks shoul d al so be nmade of the logs in the case of
‘critical’ tables.

The retention period for all logs is 10 years (in Germany, for example).
6.2.2 Customer tables

You nust adhere to the SAP nam ng convention (9 series
nunber range).
The docunentation al so needs to be adequate.

6.2.3 Access protection

There nust be an authorization concept to guarantee access
protection. This nust regul ate, anong ot her things,

- whi ch aut horization class is intended for which
pur pose or for whom

- how t he special protective neasures that my be
defined in the table header are to be used

- how client references are to be used.

The object RSTABLEallows the user to flexibly define
t abl e-speci fic authorizati ons when setting up profiles.
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6.2.4

6.2.5

Job/organizational instructions

To ensure that the organi zation does not rely solely on
t he know edge of individual persons, and to ensure
security for a correct table setting, "job/organizationa
instructions” should be available for certain tables in
whi ch, for exanple, the follow ng informati on may be
filed:

- nam ng conventi ons

- consequences ensuing fromtable changes
- causes of a table change

- reason for the current setting.

Safeguarding the information flow

Because of the SAP systenmi s high degree of integration,
maki ng a change to a table may | ead to uni ntended side
effects (in other nodules, for exanple). For this reason
there should be a binding procedure which, in the case of
"critical" tables, safeguards the flow of information to
t he peopl e and/or departnents affected by a tabl e change.
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6.3 SAP facts
6.3.1 Purpose and structure

6.3.2

Tables are i ntended to enabl e conpany-specific adjustnment
of the standard software, w thout requiring nodification
of the progranms. They contain variable factors influencing
requirenents for

- flow contro

- | ogi cal checks

- cal cul ati on routines
- automati c generations
- screen nodi fications

Tables consi st of:

- an argunment section

- a functional section

- a tabl e header control block

- max. 4-digit table nanmes (for exanple TOO1,
001T, RDIR)

The table header contai ns details on such things as:

- generation and | ast access
- aut hori zation classes for TMD8 and TM31 access.

Tabl es are stored in the file ATAB, and the tabl e header
in the Data Dictionary (file DLIB)

There are two types of tables:

- edited tables
- non-edi ted tabl es

Table access and logging
Table access is possible with

- t he online transactions TM)8/ OW8, TM31l/ OVB1,
TMB3, DDI C

- t he batch program SAPTABU

- ABAP

The online transactions may be broken down as foll ows:

- TMD8: Display table content

- OVD8: for non-edited tables

- TMB1: Maintain table content

- OVB1: for non-edited tables

- TMB3: Maintain table attributes; restricted
functionality (see under DDI C)

- DDIC. Maintain table attributes via PF20 in the
Data Dictionary
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6.3.3

6.3.4

SAPTABU

SAPTABU is a conprehensive utility which contains, for
exanple, the follow ng functions:

- mai ntaining table entries
- tabl e conparisons (for instance, test system versus
productive system

The docunentation can be called up using Transacti on DOKM
ABAP

By nmeans of the ABAP instruction MO FY, both ATAB and
ABAP-i nternal tables may be changed)

Logging

The use of TM31l is |logged as a standard feature in the
file APLZ (after the update has been effected directly via
the update task!): a daily evaluation is possible by neans
of ABAP RSTAPROT.

Ceneration and | ast access are logged in the table header.
ABAP: the user nust hinfherself ensure logging in the APLZ
file.

Area of validity and customer-specific tables
Tabl es are basically client-specific; however,

- In a new client, C2, you can avoid creating separate
tabl es and instead nake cross-references to al ready
existing tables in another client C1 (TM33). The
table can only be maintained in the original client,
Cl.

- Sonme systemtables are only available in client 000
and for all clients (for exanple, 000 client table,
RDIR Directory table for the ABAP reports).

- Sone tables are client-independent (T022B, for
exanpl e) .

Customer-specific tables shoul d, according to the SAP conventi on,
begin with 9. Use transaction 'DDIC' to nmake this
definition.

Important ABAP reports
| mportant ABAP reports for tables are the foll ow ng:

RSDOKTAB: tabl e manua

RSTAPROT: | og of table changes

RSSCANOO: search a table for a text string
RSACCU00: ATAB table changes fromlog file (batch)
SAPACCU:. ATAB change descriptions (batch).
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NOTE:

All authorization checks are excluded for the RSSCANOO
program. Sensitive data should therefore not be stored iIn
tables!

6.4 Risks

Since tables in the SAP Systemtake on a central control
function, the risks of an inadequate procedure for
altering the content of tables are quite obvious:

- There is a danger of incorrect settings.

- Maki ng changes to a table nmay trigger unintended and
unwant ed consequences el sewhere.

- This can disrupt the integrity of the dataset.

It is also conceivable that authorizations may be changed,
if these are defined in tables (i.e., rel ease
aut hori zations for parked docunents).
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6.5

Auditing steps
I n general,

- you shoul d determ ne the procedure for altering
t abl es,

- it should be eval uated based on the requirenents
listed in the preceding section, and

- conpl i ance shoul d be reviewed by sanpl e checki ng.

Sonme exanpl es of possible audit actions are detailed
bel ow.

- Establi sh which tables are relevant, for exanple,
for application 'X (entry of '"*X in the table nane
in TMO08 or by using SAPTABU).

- Cenerate a list of tables for each authorization
cl ass (batch program SAPTABU).

- Manual Iy go through the list of all tables in the
systemto check conpliance with the nam ng
convention (generate |list with SAPTABU).

Do sanpl e checks on the custoner-specific tables

docunent ati on (RSDOKTAB with table name T9 or T9%).
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7 Batch input interfaces

7.1 Objective
According to nost | egal standards, data nust be
recorded, stored and processed in its entirety,
correctly, and in a tinely and orderly fashion. It
may not be falsified in the event of changes.
Therefore, there should be controls during these
data processing activities to ensure conpliance.

7.2 Requirements

These preconditions nust be net to allow for
effective controls:

- Organi zed work fl ows
- Separation of inconpatible functions
- Control neasures and entities.

The organi zation of the work flows heavily

i nfluences the effectiveness of the internal control
system Wirk flows should therefore be designed so
t hat any deviations from standard procedure wll be
detected and recorded by controlling entities.

An effective internal control systemrequires the
separation of certain functions. A distinction
bet ween functions for planning, executing and
nmoni tori ng shoul d be drawn.
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7.3 SAP facts

A standardi zed batch input interface transfers
posting data from external source systens to the RF
system It is inportant for the user to generate
records in a format which corresponds to the
structure of the required screen nmasks.

The data are stored in a file (session) and posted
online fromthere. The online processor processes
these data by merging them The sanme program
processes and check routines are run, as would be
the case with manual entry. After processing is
conpl eted for a session of batch input transactions,
the session will be given an identifier with the
status "successfully processed" (FIN) or erroneous
(ERR). The processing clerk can carry out the error
post - processing on screen with the manual entry
correction tools which are also available. This

nmet hod does not require batch to be repeated,;
instead, all that needs to be done is to post-
process the faulty part of the erroneous

transacti ons.

As an alternative to processing by the particular
departnment, you can al so start session updates via
t he consol e.

The batch input interface al so executes the transfer
of master records and open itens.

You can validate batch input session nanes via the
BTC aut hori zati on object.

Wthout the value ‘Bl’ in authorization object
‘*SYS , batch input sessions cannot be processed.
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7.4 Risks

There is a danger with non- SAP source systens that
t he data validation checks may be handl ed
differently than the SAP tables. This may affect
mast er and transacti on dat a.

If the transfer procedure is inadequately regul ated,
this may lead to inconsistent accounting by period
bet ween general | edger and sub-Iedger accounti ng.

| f session nanes cannot be validated, enployees with
bat ch i nput authorization may be able to start,
correct and del ete sessions from ot her departnents
(depending on their transaction code

aut hori zations).
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7.5 Auditing steps

Due to these control requirenments, the auditor
shoul d ask the follow ng questions:

|s there an overview of all interfaces to SAP
i ncludi ng such specifications as the

- transferring work area
- dat a cont ent

- file nane

- peri od

- sessi on nane

- processing job

- rel evant tables

- reconciliation group

- responsibilities?

Wi ch users are allowed to generate, start, correct
and del ete sessions? (Transaction TMJM ‘I nformation
system for users and authorizations’)

I's there an overvi ew showi ng which session names are
reserved for which departnent?

Who reconciles the posting data of the processed
sessi ons?

Who checks to see that the data fromthe source systens
are transferred in their entirety, correctly, and in a
tinmely fashion?
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8
8.1

8.1.1

8.1.2

8.1.3

8.1.4

8.1.5

Master data changes
Separation of functions
Objective

Dependi ng on the size of a conpany, a separation of
functions is necessary to achieve sufficient
security, and also to provide internal contro
system for guaranteeing conpliance with generally
accepted accounting principles.

This is not as critical for small conpani es which,
for organi zational reasons, cannot achieve
separation of functions. In this case special -

i ndi vidual |y designed - checks on master data
changes are necessary in order to achieve a
sufficient standard of security. For |arger
conpani es, however, such checks cannot take the

pl ace of an ongoi ng separation of functions.

Requirements

Responsi bilities/authorizations for nmaster data
managenent need to be clearly defined.

An appropriate separation of functions between the
EDP and accounting departnents on one hand, and

bet ween mast er data naintenance and posting activity
on the other.

SAP facts

The SAP System s design and conprehensi ve,
differentiated spectrum of authorizations pronote an
adequat e separation of functions.

Risks

An insufficient internal control systeminpairs both
accounting according to accepted principles and data
security. This applies particularly for paynent
transaction security.

Auditing steps

Who has the authorization for creating and changi ng
custoner, vendor and general |edger naster data?

For | arger departnments, are each of the
aut horizations for access to their custoner, vendor
or general |edger accounts restricted further?
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8.2 Traceability

8.2.1 Objective
Traceability in accounting nmust be guaranteed at al
times. The principles of "posted is posted” and the
"erasure ban" in accordance with generally accepted
accounting principles and comrercial |aw nust be
ensur ed.

8.2.2 Requirements
Adequat e | oggi ng, docunentation and retention of
mast er data changes and del eti ons.
Background: record posting data in keeping with
general ly accepted accounting principles for the
required data retention period.

8.2.3 SAP fTacts
A conpl ete recording and traceability of the posting
data are basically ensured. However, sone
aut hori zations exi st which enable users to change a
dat aset wi thout | ogging the transaction (see chapter
2 '"Security and access protection').

8.2.4 Risks

Jeopardi zation of conplete posting data recordi ng
and j eopardi zation of the proper and orderly
accounting principle could result.
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8.2.5 Auditing steps

Have authorizations been granted that allow users to
change the dataset w thout | ogging?

Are the changes to master data sufficiently traceabl e?

Are master data reconciliation logs printed out and
checked by the supervisor?

Check t he change documentation of nmaster data on the
basis of the foll ow ng ABAPs:

- RFTRANOO Docunentation of master data changes

- RFTRANO5 Master record changes - log file

- RSAEBELG Master data change docunents

- RSTS26D Master record changes: business area

- RSTS40D Master record changes: vendor naster

- RSTS41D  Changes general | edger account naster
dat a

- RSTS42D  Custoner naster data changes

- RMTRANOO Material master and info record
changes

- RSTX09D Material nmaster data changes

- RMPRAEQOO Materials price changes

- RMTR2120 Price changes via batch input

- RMWIPROO Di spl ay transactions for docunent.
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9
9.1

9.2

Posting data reconciliation
Objective

According to generally accepted accounting
principles, business entities are required to keep
books and, in doing so, conmply with accounting rules
and regul ations. If accounting tasks are carried out
by neans of data processing systens, the conpany
nmust ensure that these data processing systens
conply with accounting rules and regul ati ons.

This means that the head of the departnment or the
person responsi ble for posting data has an
obligation to nonitor processing results. The ai m of
these controls is to ensure that the data is:

- conpl ete

- genui ne

- correctly eval uated

- posted to the right period

- all ocated to the proper accounts
- totaled correctly

- and has a correct final posting.

Requirements

Dat a conpl et eness nust be ensured, regardl ess of the
degree of integration of the SAP applications. This
nmeans that users should be able to reconcile
processed posting data at all tinmes. SAP provides
processing controls to help you achieve this |evel

of data conpl eteness, which are installed at various
| evel s of the application. Preventive and detecting
controls must suppl ement one anot her here.
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9.3 SAP fTacts

Oiginal docunents are entered in docunent sessions.
Each session is given control totals, such as the
nunber of docunments, debit/custoners total etc. The
RF systemcarries a control total nenory per user
(TB21) to enable a conparison with the specified
control total

Docunent storage guarantees that the bal ance of al
postings remains zero. This can be verified at any
time using the bal ance sheet/profit and | oss
reporting.

The docunent nunber is uniquely assigned to one
docunent. |f docunment nunbers are automatically
assigned by the system (File SYSV), the docunents
are nunbered consecutively; the system checks for
dupl i cate nunber assignnent in the case of
external ly all ocated nunbers.

The docunentation relating to all docunments within a
selected period is located in the docunent conpact
journal RFBELJ00. The summary report of RFBELJOO
shows the reconciliation summary sheets. These
reconciliation totals have to be manually
transferred to a list, and then accunul ated with the
anounts carried forward

In order to reconcile the accounting figures, the
"accounting reconciliation” acti on needs to be perforned.
It ensures that documents exist to support al
nonthly debits and credits.

Reconciling G/L account postings

G L accounts are reconcil ed based on the bal ance

audit trail. The lists from RFHABUOO‘ G L from
resi dence’ or RFKLBU10‘G L fromhistorical bal ance
audit trail’ should be reconciled with the G L

account bal ance |ist RFSSLDO0O.
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Reconciling the open i1tem accounts

Open item accounts are reconciled by conparing the
custoner and vendor bal ance |ists RFDSLDO00 and
RFKSLDOOwW th the lists fromthe open item account
bal ance or historical balance audit trail.

- Open item account bal ance audit trail:
RFKKBUOO or RFKKBU10.
- Hi storical balance audit trail: RFKLBU10.

For short-term reconciliations (i.e., at nonthly

| evel) of the C segnments of the custoner/vendor/GL
accounts with the debit/credit totals of the posted
docunents in the corresponding tinme period, the
RFBUABOO program ‘ Reconciliation of
docunent s/ Monthly debits and credits master’ can

al so be used.
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9.4

9.5

Risks

| f posting data is not reconciled on a tinely basis,
there is a risk that errors could occur and remain
undetected for extended periods of tinme. The obvi ous
consequence of this could be that nmanagenent woul d
have a faulty decision-nmaking basis, which could
then lead to serious errors.

Auditing steps

On the basis of these control requirenents the
foll ow ng questions arise for the auditor:

At what intervals and by whom are the postings
revi ewed?

| s the accounting reconciliation carried out
regul arly?

Were any di screpanci es found?

Has it been guaranteed (in the case of a rel ease
upgrade) that the closing balance lists fromold
rel eases correspond to the opening bal ance lists
fromthe new rel ease versions, and that they are
correspondi ngly docunent ed?

|s there any record of abnormal systemterm nations?

Checki ng selection criteria for the ABAPs
(accounting reconciliation action)

- RFBELJOO
- RFDSLDOO
- RFKSLDOO
- RFSSLDOO

A check should be nmade here to ensure that an identical
CPU date selection criteria has been nade.
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10 Day-end/month-end closing
10.1 Objective

10.2

An accounting systemis deenmed to be efficient and
wel |l -ordered if its design allows a know edgeabl e
outsider to obtain an overview of the business
transactions and the conpany's position within a
reasonabl e period of tine. It should al so be
possible to follow the origin and processing of

t hese busi ness transacti ons.

Requirements

The basic requirenents of generally accepted
accounting principles demand that all business
transacti ons subject to recording nust be recorded
fully, correctly, and in a tinely and orderly
fashion. In an integrated system these requirenents
are not limted nerely to posting-rel ated
transactions. A systenis controlling tables, data
security and data backup nust al so be included in

t hese requirenents.
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10.3 SAP facts
Day-end closing

After the day's online operations have been

term nated, the person responsible for the posting
data nust ensure that all data records in the logfile
(APLZ) have been properly posted (Transacti on TMO6) .
Prior to securing the SAP systemdata, it is
necessary to run all reports which access data from
the APLZ log file. Al changes in accounting-rel ated
tabl es nmust be | ogged. The ABAP report RSTAPROT is
used for this purpose. The | og nust be kept for the
legally stipulated retention period.

The posting data should be reconciled as descri bed
in chapter 9.3.

After finishing the checks on the log file, it
shoul d be saved using the SAP standard program
SAPLOGU. The | og generated by SAPLOGU has to be
retained in keeping with | egal requirenents.

Finally, the SAP files, including the APLZ file,
shoul d be saved using the operating system

Month-end closing

At first, the workflow for the nonth-end cl osing
contains the sane procedures as in the day-end
closing. There are also sone additional tasks to
execute, which reconcile and docunent the posting
dat a.

The foll ow ng steps nust be conpleted to performa
nont h- end cl osi ng:

- Transaction TB20 is used to renove the cl osed
nonth fromthe time period in which itens can

still be posted.

- The required eval uations used for docunenting
t he posting data are generated.

- The accounting reconciliation is perforned.

RFBELJO0O has the function of conpact journal.
The RFHABUOQO pr ogr am docunents G L account posti ngs.

The RFHABUL0 program takes the role of the general
| edger for cunulated G L account posting.

Reports RFKKBUOO and RFKKBU10 docunent the postings
made over a certain time period to custoner, vendor
and G L accounts.
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Accounting periods

The al |l owed accounti ng periods can be di splayed and
mai ntai ned with transactions TB19 and TB20,
respectively. Two all owed (open) posting intervals
can be defi ned.

The fiscal year includes a settlenent period of up
to 16 accounting periods. If the nunber of norna
accounting periods is greater than 12, the nunber of
speci al periods is reduced.



Rel ease Dat e Aut hor Page
Audit Gui delines 5. 0E 04/01/95 AK REV -2

10.4 Risks

In addition to the risk of error which is inherent
in non-tinely reconciliation, nonth-end closing al so
carries other risks which can be elimnated using
Ccross-system control s.

For exanple, an inprecise period definition can |ead
to inconsistencies between the general and sub-
| edgers.

Subsequent eval uations for taxation or sales
statistics purposes would then be based on faulty
data. If the systemfor securing the data is

i nadequately organi zed, this hinders the task of
reconstructing the original data in the event of
errors.
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10.5 Auditing steps

The follow ng questions may be of inportance for
assessing the checks and control s:

Who is responsible for carrying out the nonth-end
cl osi ng?

Do the rules for carrying out the nonth-end cl osing
satisfy the separation of functions requirenent

bet ween the functional departnents and the systens
depart nment ?

What neasures guarantee that standard process fl ows
will be carried out in the proper order?

Are there any rul es governing error managenent?

Are the user profiles set up with due consideration
for the separation of functions (Transaction TMU4

"I nfosystem users and aut horizations')?

Are all docunments generated which are subject to a |l ega
retention period?
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11  Year-end closing
11.1 Objective

As a rule, the basic functions of an accounting
system conprise the follow ng | edgers and docunents:

- openi ng bal ance sheet

- docunent collection

- conpact journal

- general |edger

- inventory

- balance sheet with profit and | oss statenent.

These basic functions are indi spensabl e conponents
of any bookkeepi ng system They nust incorporate the
checks and controls that nonitor the follow ng
performance criteria:

- conpl et eness

- genui neness

- correct valuation

- assignnment to the correct period
- assignnent to the right accounts
- correct summation

- correct final posting.
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11.2 Requirements

Legi slation may require that automatically processed
or stored accounting systens nust contain docunent
col | ection, conpact journal and general |edger, and
that such data may be subject to retention periods
of (in Germany, for exanple) six to ten years,

whet her the posting voucher is actually printed out
or not.

The controls for day-end and nont h-end cl osi ng nust
al so be included in the procedure for year-end
closing. In addition, controls for non-recurrent
tasks are also required. For these tasks in
particular, responsibilities nust be clearly
regul at ed.

Transaction data has to be docunented. This can be
in paper formor by filmng of the journal and the
accounts.
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11.3 SAP facts

The bal ances carried forward for creditors, vendors
and bal ance sheet accounts are automatically
adjusted for postings to the prior year. Profit and
| oss accounts are carried forward to a retained
earni ngs account (Table TO030).

Postings may be made to the previous year and to the
current year in parallel. After year-end closing,
the previous year has to be bl ocked using a table
entry.

Balance sheet and profit and loss statement

The bal ance sheet and profit and | oss statenent are
printed out exclusively by neans of ABAP. The
RFBILAOO report is available as a standard feature.

The list contains financial statenents (bal ance
sheet and income statenent) for a freely definable
period within a given fiscal year with absolute and
relati ve conparisons to a conparison peri od.

You can generate four financial statenments with this
report, structured according to different
classification principles. The classification
principle and output screen can be controlled by
various tables (TO011, TO12, TO13, T014). You define the

bal ance sheet as well as the income statenment within
a table. The first digit of the financial statenent
key determ nes the account allocation in the bal ance
sheet and income statenent:

0 = non-assi gned accounts

1 = bal ance sheet (assets side)

2 = bal ance sheet (liabilities side)
3-9 = incone statenent.

Balance carried forward

The bal ances for the KUNA, LIFA and SKSA files have
to be carried forward in separate runs using the
SAPBO011 program

Reorganization/Archiving

Fi scal years that are no longer required are to be
archi ved usi ng prograns SAPBO1U and SAPBO2L.
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11.4 Risks

Ri sks can arise in connection with the bal ance sheet
and incone statenment due to the nature of the
accounts sunmmarized in the year-end closing item If
the allocations do not correspond to forma

requi renents, the year-end closing can be rejected.
|f data is inconplete, incorrect information could
be transmtted to nanagenent.

Non- conpliance with the classification principles
and statutory retention periods may have | egal
consequences.
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11.5 Auditing steps

The sane basic questions need to be researched as in
a nont h-end cl osi ng; however, these are suppl enented
by sone specific problens of year-end cl osing which
relate to the bal ance sheet display, posting data
docunent ati on and the docunents that are subject to
retention periods.

The user profiles issued (Transaction TMU4* User and
Aut hori zations Info System ) nust show the
responsibilities for year-end closing clearly and
unequi vocal | y.



